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[IpenocrapisieT TpaHCIIOPT OCHOBAHHBIN Ha CJI0€ O€30MMaCHBIX COKETOB.
Ucnons3yercs OpenSSL u mognepxkuBarots SSLv2, SSLv3 and TLSvI1.
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BBenenune

Monyns Tpancniopta SSL npenocTaBisieT B CUCTEMY MOJAEPKKY TPAHCIOPTOB OCHOBAHHBIX Ha
cioe Oe3omacHbix cokeToB (SSL). B ocnoBe wmonyns nexur Oubnmorexka OpenSSL.
[ToanepxuBarOTCs BXOAAILINE U UCXOAIIUE TPAaHCHOPTHI MpoTokosoB SSLv2, SSLv3 u TLSvI.

Jl00aBUTH HOBBIE BXOJSIIME W UCXOMSIINE TPAHCIOPTHI MOKHO TOCPEICTBOM KOH(UTYparuu
TPaHCIIOPTHOM MOJACUCTEMBI B JTI000M KoH(puryparope cucrembl OpenSCADA.


http://www.openssl.org/

1. Bxoasinue TpaHCHOPTHI

CkoH(MUTYpUPOBAHHBIN U 3aIMYIICHHBIN BXOJSMIINA TPAHCIIOPT OTKPBIBAET cepBepHbIl SSL-coker s
OKUIaHUSI COCAMHEHUS] KIMEHTOB. SSL-COKeT SBIAIOTCS MHOTO-TIOTOYHBIMH, T.€. TPH TOAKIIOYCHUN
KIUEHTa COo31aéTcs KIMEHTCKoe SSL-coelMHEHWE W HOBBI TOTOK B KOTOPOM MPOU3BOAMTHCS
obcnmyxxuBanue kinenta. CepBepHbld SSL-COKET, B 3TOT MOMEHT, NMEPEXOAUT K OXKHUIAHHUIO 3alpPOCOB OT
HOBOTO KJIMeHTa. TakuM 00pa3oM JIOCTHraeTcs mapaiebHOe 00CTy)KHBaHUE KIUEHTOB.

Kaxaplii BXOASIIUNA TPAaHCHIOPT OOSI3aTENLHO CBS3BIBACTCS C OJHUM M3 JIOCTYIMHBIX TPAHCTIOPTHBIX
IIPOTOKOJIOB, KOTOPOMY IEPEAAIOTCS BXOJIANIME cOOOIIeHusl. B cBsi3ke ¢ TpaHCMOPTHBIM MPOTOKOJIOM
MOJITICPIKUBACTCS MEXaHU3M OOBEMHEHHS KYCKOB pa3po0IeHHBIX, PU Tiepeayde, 3alpocoB.

Huanor koundurypanun Bxozsmiero SSL-tpancnopra n3o0paxén Ha puc.l.
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Puc.1. duanor koudurypamuu Bxoasimero SSL-tpancnopTa.

C nmoMouIbIo 3TOro AUaIora MOKHO YCTAHOBUTH:!

« CocrosHue TpaHcnopTa, a wuMeHHoO: «Cratycy, «3amymen» u umsa bJ]  conmepxatueit

KOH(HUTypaImio.

« Wnentuduxatop, UMs U OMHCAHKE TPAHCIIOPTA.

« Anpec Tpancnopra B ¢popmare "[aapec]:[mopt]:[pexum]" Tre:
. anpec — Anpec, Ha KOTOpoM oTKpbiBaeTcs SSL. JlommkeH ObITh OJTHUM M3 apecOB XOCTA.
Ecnu ykazano "*" to SSL Oyzner noctymneH Ha Bcex uHTepdeiicax xocta. Jlomyckaiores Kak
CUMBOJIbHOE, Tak U [P npencrasienue anpeca.
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- nopr — CereBoii mopr, Ha KOTOpOoM OTKpbiBaerca SSL. Bo3MoxHO ykazaHue
CUMBOJILHOTO UMEHH TTOpTa (B COOTBETCTBHUU C /etc/services).
« pexuMm — SSL-pexkxum u Bepcus (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymonuanuio u
npu omuoke ucronb3zyercss SSLv23

+  Br10op TpaHCHOPTHOTO MPOTOKOIA.

+ CocrosiHHE, B KOTOPOE MEPEBOANUTH TPAHCIIOPT MPH 3arpy3Ke: «3amyIien.

+ Ceprudukatsl, npuBaTHbIN K104 SSL 1 nmaposs npuBatHoro kimoua SSL.

+  MakcumanabHOE KOJMYECTBO OOCITYKUBAEMbIX KIIMEHTOB U pa3Mep BXOAHOTo Oydepa.

+  Orpannuenus pexxnma "Keep-alive" mo konudecTBy 3anpocoB U BPEMEHU OKHJIaHHUS.

- Ilpuopwurer 3amau TpaHcmopra.

2. Ucxoasimme TPAHCIIOPTHI

CKOHQUTypUpOBaHHBIM W 3alyIICHHBIA HCXOISAIMIMKA TpaHCIOPT OTKpbiBaeT SSL coexuHeHme ¢
yKa3aHHbIM cepBepoM. Ilpu pa3spbiBe coeauHEHUs, HCXOAAIMI TpaHCHopT oOTkKiItovyaercsa. [
BO300HOBJICHUS COCIMHEHUS TPAHCTIOPT HY>KHO OISTH 3aIlyCTUTh.

['maBHas BKIJIaKa cTpaHuUIlbl KOHGUTYpaluu ucxoasmero SSL-tpancnopTa n3obpaxéna Ha puc.2.
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Puc.2. ['maBHas BkI1ajKa CTpaHuIbl KOHUTyparmu ucxosiiero SSL-tpancnopra.

C moMouibIo 3TOro AUagora MOKHO YCTaHOBUTH:!

- CocrosiHue TpaHcnopTta, a wuMeHHO: «Craryc», «3Gamymen» u umsa bJl coxepxamieit

KOH(UTypaluio.

« Wnentudukatop, UMs U OMHCAHKE TPAHCIIOPTA.

« Anpec Tpancnopta B popmare "[aapec]:[mopT]:[pexum]" rae:
- azapec — Anpec, ¢ KOTOPBIM BBIMOJHSETCS coeArHeHue. J[omycKaroTesl Kak CUMBOJIbHOE
tak u [P npencrasnenue anpeca.
- mopt — CeTeBOl MOPT, C KOTOPHIM BBIMIOJHIECTCS COeAWHEHHE. BO3MOXHO yKa3zaHUe
CHUMBOJIBHOTO MMEHH 1OpTa (B COOTBETCTBUH C /etc/services).
- pexum — SSL-pexxum u Bepcusi (SSLv2, SSLv3, SSLv23, TLSv1). Ilo ymon4anuio u
pu omuoke ucronb3zyercss SSLv23

- CocrosiHUE, B KOTOPOE EPEBOIUTH TPAHCIIOPT MPH 3arpy3Ke: «3arrymeH».

« Ceprtudukatsl, npuBaTHbIN K04 SSL 1 mapons npuBaTHOTO Kimroya SSL.

3. CepTuuKaThI U KJIKYHA

Jlis momHOUEHHON paboThl MOAYNS HEOOXOAMMBbI CepTHU(HKAThI U NpUBaTHbIE KiIroud. B cioydae c
BxosmuM SSL-tpancriopToM (cepBepoM) oHH 00s13aTebHBI. B ciydae ¢ ucxoasumm SSL-TpancnopTom
OHHU MOTYT M HE YCTAaHABIIMBATHCS XOTS UX UCIIOJIB30BAHUE KETATEIHHO.

[Tpocreiimeld kondurypamueit ceprudukara SBISETCS CAMOIOANUCHOW CEpTU(PUKAT W TPUBATHBIN
kirou. Hioke onmucana nporeaypa ux co3IaHusi C MOMOIIBIO YTHIIHTH openssl:

T'eHepauma CeKpPeTHOTO KJIUa
openssl genrsa -out ./key.pem -des3 -rand /var/log/messages 2048
T'eHepaumda CaMOIONNMCAHHOI'O cepTudmrKaTra

openssl req -x509 -new -key ./key.pem -out ./selfcert.pem -days 365

Uy H= U H*

Hanee conepxxumoe (aitnoB selfcert.pem u key.pem komumpyeTcsi B TEKCTOBOE TOJIe CEPTH(PUKATA U
Kitova. [1aposh MPUBATHOTO KITFOYA YCTAHABJIMBACTCS B COOTBETCTBYIOIIEM TIOJIE.
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